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ENSAFE: End System Suraksha Framework

In the 21% century, enterprises leverage the potential of information and communication
technologies to improve their operational efficiency and stay ahead in competition.
Governmental establishments also are steadily increasing their dependency on ICT to improve
the quality of services. Cyber security exploits can bring these establishments to a grinding halt,
paralysing their vital IT infrastructure and bringing heavy loss in of terms money, opportunity,
reputation, intellectual property etc. These incidents of varying depth of penetration and impact
are becoming a nightmare for the information security officers and forcing them to keep vigil on
the evolving threats and discovered vulnerabilities on a 24 x 7 basis.

Current Security Scenario

Since the cyber exploits originated in the form of network perimeter attacks, most of the long
established security solutions concentrated on the perimeter security. The success of these
solutions in stopping most of the network intrusions resulted in the attackers focussing on weak
end systems, applications and unprotected internal networks. Today the enterprises
acknowledge and woken up to the fact that internal threats lie high in their risk radar. The lack of
comprehensive and multi layered end system security solutions caught everybody unprepared,
to face the wrath of new age exploits.

What is ENSAFE?

ENSAFE is a multi layered end system security solution with centralised management and
control. This integrates the essential security services required on an end system. These
features include application data encryption and integrity (Transparent Encrypted
Communication) at presentation layer, authentication of TCP connections based on end system
machine signature (Machine Authentication) at session layer and filtering unwanted traffic
(Network Access Control) at network layer.

Features

Machine Authentication System

o0 End systems are authenticated through a signature generated from hardware and
software parameters

0 Administrator can select the parameters for a system signature for registration
o Enforced through centrally controlled policies
0 Transparent to the applications

0 Isolates the system in the event of any unauthorized system change or registration
expiry

0 Protects from IP & MAC spoofing

ENSAFE — An End System Security Solution
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Figure 1: End system authentication process

Transparent Encrypted Communication System
o0 Confidentiality, integrity and real time key exchange for network communication
0 Transparent to applications. No changes required in applications
0 Pluggable cryptographic algorithm deployment interface
o Enforced through centrally controlled policies

o0 Administrator can associate different algorithms for different application security
requirements

o Administrator can select the level of security for each application

ENSAFE — An End System Security Solution
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Network Access Control

o0 Packet filtering based on IP, Port, Protocol and Time

o Centrally controlled distributed firewall

o Traffic blocking at the end system — saves network bandwidth

0 Instant policy enforcement

o0 Centralized log

0 Centralized network activity monitoring
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Figure 2: TCP/IP stack with ENSAFE

Support for TCP based network communication

Extended to support UDP based communication as well

Pluggable crypto provider framework to support proprietary cryptographic algorithms

Support for pluggable authentication modules to support multi-factor authentication schemes

ENSAFE — An End System Security Solution
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Platforms supported
0 MS Windows NT, 2000 and XP
0 Linux
Benefits
0 Unauthorized access to network is prevented

0 Secure network communication between end systems protecting confidentiality of
the information

0 Ability to control network traffic and protocols

o0 Protecting end systems in participating Denial of Service attacks

o Centralized secure access policy enforcement

0 Improved network bandwidth utilization

0 Transparent to applications. No changes required to applications

o Overall improved security posture of the organization
Services offered

0 Assessment of the fitment of ENSAFE

0 Deployment of ENSAFE

0 User Training and handing over the solution

0 On-going post-implementation support

ENSAFE provides security to the end systems, which is the need of the hour. It boasts of advanced
technology at the same time providing an easy to use and efficient framework easing the deployment and
administration. With the ongoing enhancement process it would evolve as a frontline security solution.

ENSAFE — An End System Security Solution




